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* Do you have a fire extinguisher that works?

. Where, when, and how often do you back-up? Is at least
one back-up kept offsite? Can your data be recovered
from the back-ups?

¢«  How often is your EHR server checked for viruses?

*  Who has keys to your building? Any former employees
or contractors?

»  What is your plan for what to do if your server crashes
and you cannot directly recover data? Do you have
documentation about what kind of server it was, what
software it used, etc.?

10.  These recommendations reflect HHS’ understanding of the realities
associated with implementing security for small providers in the healthcare
industry. After almost ten years of complying with HIPAA security rules, the
guidance has not changed substantively for small practices. In more recent years,
HHS has focused on requiring security functionality to be built into applications
for the healthcare industry, so providers will have many security controls by
default and not have to rely on expertise, additional tools and resource intensive

processes to protect information.
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11. Ihavereviewed Dr. Hill’s Report, and believe that the standards

articulated by Dr, Hill are:

a.

o

Confusing by introducing additional security principles (i.e., 7
security principles referenced by Dr. Hill) that are difficult to
reconcile with the Administrative, Technical and Physical main
structure of the HIPAA security rule.

Not scalable in accordance with the Security Rule, and not taking
account as required by the 1996 HIPAA Statute of “the needs and
capabilities of small health care providers and rural health care
providers (as such providers are defined by the Secretary). For
example, the recommendation for file integrity monitoring requires
expertise to implement and configure these solutions and can be
even more resource intensive to understand, investigate and
resolve alerts produced by the solution. In my experience, I very
rarely observe adoption of this technology by small providers in
the industry.

More prescriptive than HIPAA or inconsistent with HHS guidance,
including encryption at rest (an addressable requirement of

164.312(::1)(1 )), encryption in transit (an addressable requirement
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of 164.312(e)(1)), intrusion detection (not addressed specifically
by the Security Rule), virus protection (an addressable requirement
of 164.308(a)(5) (ii)(B)), firewalls (not addressed specifically by
the Security Rule), penetration testing (not addressed by the
Security Rule), and file integrity monitoring (not addressed
specifically by the Security Rule). While many of these standards
are good security practices, controls such as broad scale encryption
at rest are generally not adopted across the industry. The
electronic health record certification requirements published for
HHS for Meaningful Use Stage 2 in 2012 do not even require this
level of encryption for all PHI stored by the system. In addition,
tools such as intrusion detection and file integrity monitoring
systems require experienced and committed technical resources to
configure and manage. Dr. Hill’s standards presume a level of
knowledge of technical information security generally not
available to small health care providers.

d. Contradictory to the guidance provided by HHS. For example, Dr.
Hill almost exclusively focuses on technologies or technical

processes for the risk assessment process (i.e., antivirus
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applications, firewalls, various types of vulnerability scans,
intrusion detection systems, penetration tests, file integrity
monitoring, and other measures). This is inconsistent with HHS
guidance that the risk assessment can be a qualitative and manual
process as outlined in the standard referenced by Dr. Hill: Special
Publication NIST 800-30 Guide for Conducting Risk Assessments.

12.  If health care providers are going to be held to a compliance standard
that is simply an expert’s opinion of best practices in information security at any
point in time, when that expert standard exceeds the published compliance
standard developed under HIPAA and the historical guidance provided by HHS,
then the standard developed under HIPAA is made effectively meaningless. This
will create confusion for Health care providers that will not know what is required
of them.

13. Ihave not reviewed whether LabMD is or was compliant with the
HIPAA Security Rule; I suggest only that for HIPAA not to be contradicted and
Congressional intent and constitutional process not to be undermined, the
information security of HIPAA-covered health care providers must be regulated by

an agency with jurisdiction under the properly promulgated HIPAA Security Rule,
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which during the time period in question was only the Department of Health and

Human Services.
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I declarc under penalty of perjury that the foregoing, is true and correct.

Exccuted on this_{\ day of April, 2014.
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I'T BAKER
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EXPERT OPINION DECLARATION OF CLIFF BAKER with the Clerk of
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LAUREN E. FASCETT, Esq.
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U.S. Department of Justice
Civil Division

Consumer Protection Branch
450 5th Street, N.W.
Washington, D.C. 20530
Lauren.Fascett@usdoj.gov

This 11th day of April, 2014,

/s/ Burleigh L. Singleton
Counsel for Plaintiff






